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Newsletter Highlights
Investment Overview

• The Standard & Poor’s 500 Index (S&P 500) finished the 
third quarter up 4.5%, primarily driven by strong contribution 
from the technology and the financials sectors. The S&P 
500 energy sector also rebounded significantly from second 
quarter lows, finishing up 6.8% for the quarter, supported by 
a 12% recovery in West Texas Intermediate (WTI) oil prices. 
International markets continued to finish ahead of domestic 
equities, and emerging markets, as measured by the MSCI 
Emerging Markets Index, were up approximately 28% year 
to date. U.S. fixed income markets also finished the first 
three quarters up 3.1%, despite increasing certainty that the 
Fed would continue on its December rate hike plan and also 
initiate its balance sheet reduction.

• The overall environment continues supporting the likelihood 
of market growth in the near term. U.S. and international 
economic growth is improving, as well as global corporate 
earnings growth. Despite its plan to raise interest rates and 
shrink its balance sheet, the Fed’s thorough and consistent 
communication of its plan has allowed the market to 
maintain a surprisingly low level of volatility. However, we 
believe we are in the latter innings of the economic cycle, 
and are wary of current valuations across major asset 
classes.

• Our portfolio positioning remains stable, with an increased 
focus on risk diversification and risk mitigation. We continue 
our underweight in fixed income with a tilt toward shorter 
duration and higher quality. We remain generally in line with 
clients’ long-term strategic allocations to global equities, 
and are increasingly focused on seeking strategies within 
our conservative growth category that exhibit lower volatility 
and little or no correlation to equity or fixed income markets. 
Although our current allocation to real assets remains 
lower than our long-term strategic objectives, we expect 
to increase these allocations in the medium-term as we 
find compelling opportunities and strive to protect clients’ 
purchasing power in the case of increasing inflation.

• We believe many of the near-term risks center around the 
Fed. Despite the Fed’s clear communications regarding its 
raising rates and reducing its balance sheet, such change 
will inevitably cause a repricing in markets, and we would 
expect an increase in volatility, particularly given the fact 
that volatility metrics have recently reached all-time lows. 

During the third quarter, we hired Cameron Ribler, 

Investment Associate. Welcome Cameron!

David Ferguson, Wealth Manager and Shareholder; 

and Jennifer Hicks, Wealth Manager and 

Shareholder; had their 10 year anniversaries with 

Wetherby Asset Management. Congratulations 

David and Jennifer!

Thank you to everyone who attended our Wetherby 

Asset Management client events in New York and 

Los Angeles in September. We are looking forward 

to our San Francisco client luncheon on October 

26. Please contact your Wetherby team if you 

would like to receive more information.

Wetherby insight

third quarter 2017
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International Equities: Developed international equities 
as measured by the MSCI EAFE returned yet another strong 
quarter of performance, finishing up 5.5% and outpacing the 
US markets for the third quarter in a row. Sentiment in the 
eurozone reached the highest level since the financial crisis. 
Increased focus has been on the European Central Bank and 
the possibility of reduced financial stimulus; however, as we 
stand today, monetary policy remains extremely stimulative 
and supportive of asset prices. Emerging markets had another 
strong quarter in terms of performance, finishing up 8.0% 
for the third quarter and up 28% year to date. Brazil, Russia 
and China were the major drivers in emerging markets 
performance over the quarter.

Commodities: Commodities as measured by the Bloomberg 
Barclays Commodity index finished up 2.5% for the quarter. 
More specifically, the rebound in energy prices along with 
strong gains in industrial metals driven by Chinese demand, 
were the largest contributors to performance. Agriculture 
commodities were the worst performers due to excess supply 
versus demand.

Fixed Income: Bond yields remained fairly constant over 
the quarter as the Bloomberg Barclays U.S. Aggregate Bond 
Index returned 0.9% over the quarter. Spread sectors again 
outperformed Treasuries. The Federal Reserve (Fed) provided 
additional information on the pace and timing of their balance 
sheet reductions starting in October. The pace of reduction will 
be gradual and transparent with the intent to not disrupt the 
bond market.

Table 1.  Market performance, as of September 30, 2017

3Q2017  1-Year 
3-Year 

Annualized 

S&P 500  4.5% 18.6% 10.8%

MSCI ACWI ex-US  6.3% 20.2% 5.2%

MSCI EAFE  5.5% 19.7% 5.5%

MSCI EM  8.0% 22.9% 5.3%

DJ-UBS Commodities  2.5% -0.3% -10.4%

Bloomberg Barclays 
Aggregate Bond  

0.9% 0.1% 2.7%

Source: MPI Stylus data through September 30, 2017

Outlook and Opportunities

In our last quarterly newsletter, we referred to the “Goldilocks” 
environment in which moderate economic growth rates and 
low interest rate and inflation levels have helped support both 
fixed income and equity markets. The third quarter continued 

In addition, the magnitude and velocity of the Fed’s changes 
may be somewhat dependent on what changes are made 
regarding the appointment of the next Fed Chair and the 
vacant seats on the Fed’s Board of Governors.

Impact Investing Update

• Our client reporting system has a new framework for 
classifying impact investments.

• In August, we released our first annual Shareholder 
Resolution Sponsorship Report highlighting our efforts 
to connect interested clients with shareholder advocacy 
opportunities.

• We formalized our Corporate Social Responsibility Policy.

• We were recognized by the nonprofit B Lab as both Best 
for the World – for Customers and Best for the World – for 
Workers in 2017.

• The Wetherby team participated in a clothing drive for Girls 
Inc. of Alameda County.

Financial Planning

• The financial planning section has two articles regarding 
your online information and security. “Managing Digital 
Assets” discusses the estate planning implications of your 
online information. “Using Two-Factor Authentication to 
Protect Your Online Identity” explains how using two-factor 
authentication (2FA) can help protect you from a potentially 
devastating account breach by inserting an additional layer 
of protection beyond the password.

Investment Overview
By Bong Choi, Director of Research; and Nick Ongaro, Research 
Analyst

Third Quarter Market Recap

Domestic Equities: Domestic equities as measured by the 
Standard & Poor’s 500 Index (S&P 500) continued to march 
higher over the third quarter, finishing up 4.5%. Strong 
macroeconomic data including a very strong second quarter 
gross domestic product (GDP) reading and robust earnings 
season paved the way for higher stock prices. Sentiment also 
remained strong over the quarter with the market largely 
shaking off global and local events such as increased US/
North Korea tensions, hurricanes Harvey, Irma and Maria, and 
general chatter from the White House.
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power protection and portfolio diversification perspective. 

Knowns and Unknowns
When we consider risks on the horizon, perhaps former U.S. 
Secretary of Defense Donald Rumsfeld said it best in a press 
conference in 2002 during the Iraq War:

“There are known knowns; there are things we know we know. 
We also know there are known unknowns; that is to say we 
know there are some things we do not know. But there are also 
unknown unknowns – the ones we don’t know we don’t know.”

“Known knowns” are generally things that are well understood 
and already priced in markets. On the other hand, “unknown 
unknowns,” which by definition are things we are not aware 
of, are difficult to predict and to price. We dedicate a large 
portion of our newsletter to further investigating some “known 
unknowns,” many of which were topics and questions raised 
during our recent client presentations in New York and Los An-
geles, where we shared our views on the market and economy.

Why the Market Rally Could Continue (a.k.a., Famous 
Last Words?)
Despite investors’ concerns regarding elevated valuations, 
there is evidence that Goldilocks could remain seated for quite 
some time. S&P 500 forward price to earnings multiples are 
approximately 17.7x, compared to the 25-year average of ap-
proximately 16x, but S&P 500 earnings growth has been robust 
and consistent, increasing more than 10% each quarter this 
year. Earnings growth forecasts are also expected to remain 
healthy for the fourth quarter and into 2018. On September 
11, the third largest market rally since World War II officially 
became the second largest, second only to the market run-up 
during the Internet bubble in the late 1990s. During the second 
and third quarters, we witnessed the S&P 500 increasing for 
five consecutive months. Interestingly, since 1950, the S&P 
500 has ended higher a year after a five-month win streak 23 
out of 24 times with an average gain of over 13%. We have also 
seen evidence of strong growth in international and emerging 
markets, as exemplified by the MSCI All Country World and 
MSCI Emerging Market indices, returning approximately 
18% and 28% respectively for the first three quarters of 2017. 
General confidence has also improved, with business surveys 
such as the Purchasing Managers Index (PMI), published by 
the Institute for Supply Management, reaching nearly 61% in 
September, the highest level since 2004.
 
As the saying goes, bull markets don’t die of old age, but of 
excesses: usually excessive leverage, confidence, or valuations. 
Although valuations and levels of debt are high, and by some 
metrics, at all-time highs, we believe the risk of recession, the 
environment in which the markets tend to experience their 
worst sell-offs, remains relatively low in the near term. 

to provide appealing economic porridge to investors. U.S. GDP 
growth was up 3.1% in the second quarter, the strongest in 
two years. Equity markets have hit new all-time highs. Year to 
date, the S&P 500 is on track to have the smallest drawdown 
(peak to trough decline) since the inception of the index back 
in 1923 (when it only covered 233 stocks and was formerly 
known as the Standard Statistics Company). Historically 
riskier investments, such as emerging markets equities, are up 
28% this year through the end of September, the highest return 
in the region since 2009 following a recovery from global 
financial crisis lows. Similarly, in fixed income, high yield and 
emerging market debt have returned 7% and 9% respectively 
during the first three quarters. Finally, volatility continues its 
downward trend, recently reaching all-time lows in the U.S. as 
measured by the VIX, a well-known volatility index that began 
in 1993.  

Our portfolio positioning remains stable in the current 
environment, with an increased focus on risk diversification 
and risk mitigation. Although we remain invested and do not 
expect material changes in asset allocation, we are taking 
advantage of opportunities to rebalance and improve our 
portfolio positioning. Specifically, within fixed income we 
remain wary of the negative impact of rising rates on the short 
end of the yield curve and of the Fed’s shrinking balance sheet 
on the long end. For these reasons we remain underweight 
relative to clients’ strategic fixed income allocations, and 
within the asset class, have a lower duration (sensitivity 
to interest rates) than general bond indices, such as the 
Bloomberg Barclays Aggregate Bond Index. In addition, we 
are exploring ways to increase the diversification within fixed 
income in order to take better advantage of relative value 
opportunities. Finally, we continue to emphasize quality within 
our fixed income portfolios to provide a margin of safety that 
we believe will help cushion any significant correction in fixed 
income or equity markets.

We believe that exposure to conservative growth strategies 
is important in the current environment of elevated fixed 
income and equity valuations, and we are focused on sourcing 
and allocating to strategies that historically have little or no 
correlation to traditional asset classes, but also have attractive 
prospects for total return. In addition, exposure to hedged 
strategies that can take advantage of shorting securities and 
thus profit during market corrections could provide additional 
risk mitigation.  

Our view on equities remains consistent; we are generally 
in line with clients’ long term strategic allocations, and are 
focused on balanced diversification across major sectors, 
styles, and geographies. Finally, because of the relatively 
benign outlook for inflation, our current allocations to real 
assets are generally modest. At some point in the future, when 
the inflation environment changes, we expect that exposure to 
this asset class will become more important from a purchasing 
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Risks: The Fed, The Fed, and The Fed
As we mentioned in our second quarterly newsletter, we be-
lieve one of the largest risks lies within the Fed. More specif-
ically, risk lies along three fronts. First, if the Fed continues 
on its path to tighten rates despite the lack of compelling data 
supporting an increase of rates, such as the lack of inflation 
(which Janet Yellen termed “elusive” in her most recent an-
nouncement) and the anemic wage growth we’ve experienced, 
we run the risk of pushing ourselves into recession. Second, 
now that the Fed is initiating its balance sheet reduction, we 
may witness an increase in long-term rates, or at the very least 
increased volatility as the market adjusts for the Fed no longer 
being the “buyer of last resort” for long-dated securities.

The Fed announced the beginning of its balance sheet re-
duction process on September 20, which was perhaps best 
described in May by Patrick Harker, the head of the Philadel-
phia Federal Reserve, when he stated that the Fed’s balance 
sheet unwinding would be “boring” and akin to “watching 
paint dry.” In summary, the Fed’s plan is to begin reducing 
its $4.5 trillion fixed income portfolio by no longer reinvest-
ing in bonds once they mature, initially capping reductions 
at $4 billion for mortgage-backed securities and $6 billion in 
Treasury securities per month. The Fed intends to increase 
these caps quarterly until they reached $20 billion for mort-
gage-backed securities and $40 billion for Treasury securities. 
What remains to be seen is how the market will react, as the 
fixed income markets will inevitably reprice risk as the Fed 
continues to shrink its balance sheet.

The final risk is the uncertainty regarding who will actually 
fill the three remaining vacancies on the seven-seat Board 

of Governors of the Federal Reserve, let alone who will be 
the next Fed chair. Although no one, including the president, 
knows yet who the new Fed chair and underlying Board of Gov-
ernors is going to be, a number of candidates have been men-
tioned in the press. President Trump is expected to announce 
his nominee for the next Fed chair in the next few weeks. 
He has reportedly interviewed at least five candidates at the 
time of the writing of this letter (although the potential list of 
candidates is longer). Table 2 lists the Fed chair candidates and 
the general consensus of whether each candidate is “dovish” 
(i.e., supportive of lower rates), or “hawkish” (i.e., supportive of 
higher rates).

The Senate also recently confirmed Randal Quarles as the Fed 
vice chairman, who has historically been at odds with Janet 
Yellen’s stance on regulation. Bottom line, if the new Fed chair 
and new members of the Board put us on an accelerated path 
toward higher rates, and if their conflicting views create un-
certainty about regulation, the investment environment could 
change quickly.

The Case of Missing Wage Growth and Inflation
Janet Yellen, during her recent speech, acknowledged the Fed’s 
inability to explain why, despite the improving unemploy-
ment rates, we were not yet seeing signs of wage growth and 
inflation. We want to share a few theories that exist. First, it’s 
important to understand why the Fed’s dilemma is actually 
important. Historically, the Fed has tried to balance the level of 
rates with employment, wage growth, and inflation. Historical-
ly, and this is consistent with the idealized world of theoretical 
economics, there has existed a virtuous cycle where lower 
unemployment rates would cause an increase in wages given 

Candidate Political Party Government Role Likely Rate Stance Comments

Gary Cohn Democrat National Economic Council 
Director

Dovish

• Criticized Trumps handling of the Charlottesville 
situation

• Break tradition of having an economist as Fed Chair

Jerome Powell Republican Federal Reserve Governor Dovish

• Likely to follow a dovish monetary stance

• Supportive of lower regulation 

John Taylor Republican Served under four presidential 
administrations

Hawkish • Following the eponymous “Taylor Rule,” an interest rate 
forecasting model, would lead to significantly higher 
rates

Kevin Warsh Republican Former Fed Reserve Governor Hawkish • Likely counter to Trump’s agenda, given Trump’s 
agenda, given Trump is a self-proclaimed “low interest 
rate person”

Janet Yellen Democrat Fed Reserve Chair Dovish

• Already established credibility

• Supportive of lower rates for longer

• Publicly challenged Trump’s anti-regulatory agenda

Table 2: Candidates for Fed Chair Views on Interest Rates
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Conclusion
All things considered, market and economic data continue 
to support Goldilocks being content with her porridge in the 
near term. But we remain wary of the impact of the “known 
unknowns.” By definition, we cannot anticipate the “unknown 
unknowns” nor position portfolios specifically to protect 
against their impact on the markets. But we remain committed 
to the objective of constructing portfolios to withstand down-
side risk, while also being in a position to take advantage of 
dislocations as they occur and to invest opportunistically at 
lower valuations. We may sound like a broken record, but we 
continue to emphasize balance and diversification across our 
major investment categories, and to walk the fine line between 
taking risk in portfolios to achieve attractive rates of return, 
and positioning defensively enough to protect against what we 
believe is an inevitable correction in the markets. In the cur-
rent environment, maintaining discipline in diversification and 
balancing risks has become increasingly important.

Impact Investing Update
By Justina Lai, Director of Impact Investing

Impact Reporting and Communications
In July, we rolled out a new framework for classifying impact 
investments – including “Impact Approach,” “Impact Objective” 
(mapped to the United Nations’ 17 Sustainable Development 
Goals) and “Impact Sector” – which have been integrated 
directly into our client reporting systems. Clients can access 
summary impact portfolio views through their online portals. 
Glossary descriptions of the impact classifications can be 
found in your online document vaults. As always, clients also 
have access to additional standardized and customized impact 
reporting upon request. Please let your Wetherby team know if 

you have any questions or would like to learn more.

In August, we released our first annual Shareholder Resolution 
Sponsorship Report highlighting our efforts to connect 
interested clients with shareholder advocacy opportunities 
that address critical social and environmental challenges over 
the 2017 annual meeting season. We believe this engagement 
has helped to promote change in business practices that 
reduce risk and potentially strengthen long-term value. A 
copy of the report can be found on our website under “News 
& Commentary.” We invite you to share the report with your 
networks, https://wetherby.com/newsandcommentary/. 

Alignment of Organizational Policies
Over the summer, we formalized a Corporate Social 
Responsibility Policy which sets forth our overall philosophy, 
policies and approach toward corporate citizenship which 
align with our mission and values. The new policy outlines 
programs and initiatives – including community service 

the increasing competition for labor. Increased wages in turn, 
would boost household consumption (which comprises approx-
imately 70% of GDP), and improve growth. Improved growth 
(which also tends to influence an increase in prices, and hence, 
inflation) would improve corporate profits, making it more 
likely that companies would increase employee pay.

Multiple theories have surfaced to explain what could be inter-
fering with this virtuous cycle. First is what is described as a 
post-recession “hangover.” The Global Financial Crisis forced 
people to find employment without being as discriminating 
about pay as they would be in a better economic environment. 
As a result, companies have gotten used to keeping pay rela-
tively low and have resisted increasing wages. Demographics 
in the U.S. may continue to put downward pressure on average 
wages. Higher paid baby boomers have been retiring, and are 
being replaced by younger people who command lower wages. 
Finally, improvements in technology could also be suppress-
ing wage and inflation growth, where machines are replacing 
human labor, and improved efficiencies in global supply chains 
are helping drive prices of goods and services down.

Over the long-term, this disinflationary impact of technology, 
which some call the “Amazonification” of things, could poten-
tially cause the Fed to rethink its approach to determining how 
it measures the appropriate level of sustainable inflation. At 
this point however, we empathize with the Fed’s inability to 
fully explain the surprising lack of wage growth and inflation, 
despite improving employment. Further complicating the mys-
tery is that even if you believe improved technology has had 
a material impact on low wage growth and low inflation, one 
should also expect higher productivity growth as a result. But 
productivity has been declining as well over the last several 
years, as shown in Figure 1.

Figure 1: Annual Growth in Productivity, Inflation and Wages

Source: The Brookings Institution, BLS                                                               
Notes: Growth rates expressed in annual terms. Nominal wage is average hourly 
earnings for production and nonsupervisory workers, expressed in 2016 dollars 
and deflated using the CPI-U-RS; productivity is private nonfarm business real 
output per hour of all persons.

https://wetherby.com/newsandcommentary/
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Girls Inc. of Alameda County 

From left: Nick Ongaro, Katie Babcock, Girl’s Inc worker, Justina Lai

In September, the Impact Investing Committee and members 
of our Admin Team visited the headquarters of EO Products, 
a sustainable and organic maker of personal care products 
and Certified B Corporation, in San Rafael, California. We love 
EO’s products and use them in our office and at home. The visit 
included a tour of EO’s manufacturing facilities; remarks from 
co-founders Brad and Susan; and breakout group discussions 
about the B Corp influence on the company’s manufacturing 
processes, human resources, corporate culture and values 
and community engagement activities. We enjoyed having the 
opportunity to learn from another B Corp and spark some new 
ideas of best practices for ourselves!

efforts, charitable contributions, sustainable office policies and 
advocacy policies – that enhance and service the environment 
and communities in which we live and work. While many of 
these policies were already in place, we decided to harmonize 
several programs and formalize our efforts as part of our 
ongoing commitment to implement best-in-class corporate 
social responsibility standards across our organizational 
practices. 

In addition, we expanded our due diligence processes to 
include a formalized assessment of the environmental, social 
and governance (ESG) characteristics for the strategies in 
which we invest. We believe that asking questions related to 
ESG factors and other impact issues can surface additional 
information and highlight emerging risks and opportunities 
that could affect performance across all investments (not only 
those explicitly qualified as “impact”).

B Corp Recognition
We were honored to be recognized by the nonprofit B Lab as 
both Best for the World – for Customers and Best for the World 
– for Workers in 2017, highlighting our ongoing efforts to build 
a values-aligned organization and demonstrating that business 
can be a force for good for all stakeholders, including our 
clients, our team and our community.1 Our focus on exceptional 
client service, customized investment advice and impact 
investing offering was key in our placement on the Customers 
list, which recognizes companies that offer services which 
promote public benefit and address social and environmental 
issues. The Workers list evaluates a firm’s relationship with 
its employees. We scored highly in this category due to our 
commitment to gender and cultural diversity, continued 
professional development and employee ownership structure. 

Community Activities
This summer, for a second consecutive year, the Wetherby 
team participated in a clothing drive for Girls Inc. of Alameda 
County. Through the drive, we collected 10 bags of gently 
used professional wear for teen girls, involved in the Eureka! 
Program, to wear at their summer internships. The Eureka! 
Teen Achievement Program builds girls’ confidence and skills, 
prepares them for college and fosters career interest in often 
overlooked STEM (science, technology, engineering, math) 
fields. As an added benefit, donations help to keep unwanted 
clothes out of landfills, thus reducing waste and helping to 
preserve our environment.

1. Please see important methodology and disclosures for this ranking at the end of 

the newsletter.

EO Products Headquarters Visit

Back (from left): Katie Babcock, Debra Kuang, Amy Anvick, Ria Boner 

Front: Megan Tom, Patrice Phung, Justina Lai, Kerina Koch, Jeremy Eastman
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(and change) the terms of access when that user is incapacitat-
ed or deceased.

For example, Google’s Inactive Account Manager is a robust 
tool that allows any Google user the ability to control who, 
if anyone, will receive access to digital assets, which digital 
assets (under the Google umbrella – such as Gmail, Google 
Drive, and YouTube) they will receive access to, and the level of 
access granted. Inactive Account Manager also allows the user 
to set the period of time that his/her Google account is inactive 
before the tool is triggered and the selected person receives 
access (or, in the alternative, the account is shut down). It also 
allows users to craft a message to be sent to the contact when 
access is granted. Unfortunately, there are not many tools like 
this available online today. However, over time other service 
providers are expected to follow suit.

If a technology company does not have a robust online tool, 
RUFADAA provides that a user’s estate planning documents 
will then control access to his/her digital assets. If the user has 
not provided any direction, the terms of service for the user’s 
account will determine whether anyone else may access the 
account/digital assets upon the user’s death.3

What Should I Do?
The easiest way to ensure that your loved ones receive your 
digital assets is to store those assets on a tangible device and 
use your estate plan to leave the device to the person who 
should receive the digital assets. We also recommend sharing 
your digital assets with your loved ones during life - set up 
shared photo accounts, for example. 

For online accounts, check to see if service providers for 
your accounts already have online tools, and then set the 
appropriate conditions for your digital assets. You should 
also make sure that your estate planning documents mention 
digital assets where appropriate. Please contact your estate 
planning attorney regarding any updates to your estate plan.

Finally, while we cannot endorse sharing user names and 
passwords, we do suggest making a list of all existing 
internet accounts so that this information is available to your 
executor and/or agent. It is best that your fiduciaries have a 
comprehensive list of those digital assets they will need to 
access upon your death or incapacity.

3. Please note that almost all user agreements provide that an account will be 

immediately closed if the service provider learns of the user’s death. 

Financial Planning
Managing Digital Assets
By Sarah Copeland, JD, Director of Estate Planning; and Jacklyn

Trejo, Financial Operations Associate

For most of us, our digital photographs, videos, emails, and 
even social media accounts hold enormous emotional value. 
For some, digital data, documents, or intellectual property hold 
significant monetary value. Have you ever wondered what will 
become of your digital assets after you pass? The following 
discusses how digital assets may be handled upon incapacity 
or death, and steps you can take to make sure your preferences 
are honored.

What is a Digital Asset?
A digital asset is an electronic record in which an individual 
has a right or interest. Digital assets include digitally stored 
data (such as text messages, photos, videos, and other multi-
media) as well as internet accounts (such as email accounts, 
financial accounts, and social media accounts). Some digital 

assets – especially cloud storage – are a hybrid of the two.

What Happens to our Digital Assets When we Pass?
Digital Accounts on a Tangible Device
When a person dies, it is generally assumed that the digital 
assets stored on a tangible device (computers, tablets, phones, 
etc.) belong to the beneficiary who receives that device. An in-
dividual can therefore store digital assets on a tangible device, 
such as a hard drive or laptop, and then designate an appropri-
ate recipient in the tangible personal property section of his/

her will or revocable trust. 

Digital Accounts and Assets in the Cloud
For digital assets that are stored on remote servers, such as 
account information or documents stored on the cloud, the 
process can be a bit more complicated. Federal laws controlling 
access and privacy for these assets date back to 1986, and were 
not written with the individual, or estate planning, in mind. 
Therefore, the Uniform Law Commission drafted the Revised 
Uniform Fiduciary Access to Digital Assets Act (RUFADAA), 
which can be used as a model for state legislatures addressing 
the issue of how digital assets should be handled upon a per-
son’s death or incapacity. 

To date, RUFADAA has been passed or introduced in almost all 
of the United States. California enacted a variation on RU-
FADAA that went into effect on January 1, 2017.2 RUFADAA, 
as written, provides guidance for who may access your digital 
content after death. It seeks to encourage technology compa-
nies to develop online tools that allow users to easily control 

2. California did not include the provisions for incapacitation in its legislation, 

remaining silent on how digital assets should be treated under a Power of Attorney.
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Follow these links to enable 2FA for these popular email pro-
viders:
Gmail: https://www.google.com/landing/2step/
Yahoo: https://help.yahoo.com/kb/SLN5013.html 
Apple: https://support.apple.com/en-us/HT204915  

Other popular sites that support 2FA:
LinkedIn: https://www.linkedin.com/help/linkedin/an-
swer/544/turning-two-step-verification-on-and-off 
Facebook: https://www.facebook.com/help/148233965247823 
Amazon: https://www.amazon.com/gp/help/customer/display.
html?nodeId=201962420 
Schwab: https://client.schwab.com/secure/cc/nn/security_
tips_popup.html 
Wetherby Portal: Contact your Wetherby wealth management 
team. 

Two-factor authentication is not a silver bullet when it comes 
to protecting your online identity, but it does provide a signif-
icant layer of complexity that a hacker would need to over-
come before gaining access to your sensitive information. As 
cybercrime continues to proliferate, this is something you 
should strongly consider enabling for all your sensitive online 
accounts. 

Contact your wealth management team for more information 
about how Wetherby is protecting your personal information. 

Using Two-Factor Authentication to Protect Your 

Online Identity
By Trevor Hicks PMP®, CISSP®, CISM, Director of Technology,

In this digital age, passwords have long since become a ubiq-
uitous part of our daily lives. Nearly all websites we access, 
especially those that hold some amount of our personal data, 
require a user name and password to gain access. They are 
the keys to unlocking our online social profiles, communica-
tions channels, and financial records. 

Recent events have now seen hundreds of millions of pass-
words leaked online, when LinkedIn and Yahoo each leaked 
more than one hundred million logins, and tens of millions 
of Twitter logins were recently made available on the black 
market. Because many people use the same password across 
multiple websites, the potential for a hacker to use leaked cre-
dentials to gain access at multiple sites is relatively high. Even 
if your password had not been included in a mega breach, 
they are relatively easy to steal, hack, or in some cases simply 
guess. 

Two-factor authentication (2FA) can help protect you from a po-
tentially devastating account breach by inserting an additional 
layer of protection beyond the password. This significantly 
decreases the risk of a hacker accessing banking, shopping, 
social media, and other sensitive online. 2FA works by com-
bining something you know (a password) with a second factor, 
like something you have (a mobile phone). 

Its purpose is to make attackers’ life harder and reduce fraud 
risks. If you already follow basic password security measures, 
two-factor authentication will make it more difficult for cyber 
criminals to breach your account.

Most popular websites and nearly all financial institutions 
now provide an option for enabling 2FA. Once you supply your 
password to a 2FA enabled site, you will be prompted for an 
additional code to be granted access to the website. This can 
range from being sent a text message, to having a third-party 
app present you with a unique code. 

Your email account is one of the most important accounts you 
have. It is usually linked to many other accounts and is typi-
cally used if you forgot your password at another site. Hackers 
know this and commonly target email accounts as a point of 
entry to gain access to your shopping, banking, and financial 
accounts. Your email account should be the first account that 
you enable 2FA on.

https://www.google.com/landing/2step/
https://help.yahoo.com/kb/SLN5013.html
https://support.apple.com/en-us/HT204915
https://www.linkedin.com/help/linkedin/answer/544/turning-two-step-verification-on-and-off
https://www.linkedin.com/help/linkedin/answer/544/turning-two-step-verification-on-and-off
https://www.facebook.com/help/148233965247823
https://www.amazon.com/gp/help/customer/display.html?nodeId=201962420
https://www.amazon.com/gp/help/customer/display.html?nodeId=201962420
https://client.schwab.com/secure/cc/nn/security_tips_popup.html
https://client.schwab.com/secure/cc/nn/security_tips_popup.html
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No warranty is either expressed or implied that the performance returns could be achieved. Accordingly, you should make no assumption or comparison based on these returns. Information 
contained in this report is from sources believed to be reliable. Wetherby Asset Management does not guarantee the accuracy or completeness of such information and assumes no liability 
for damages resulting from or arising out of the use of such information. Past performance is not indicative of future returns. While Wetherby Asset Management attempts to add value to our 
clients and professional colleagues in non-investment related areas of financial planning, we do not hold ourselves out to be practicing income tax professionals or estate planning attorneys. 
The newsletter is intended for general informational purposes only and should not be considered tax, legal, or estate planning advice. Wetherby Asset Management does not provide tax or legal 
advice and you should consult your tax advisor and/or estate planning attorney before moving forward with any of the strategies detailed in this newsletter. We have copies of our SEC Form ADV 
Part 2A and 2B on hand. Please let us know if you would like a copy.

All information provided in our quarterly Newsletters is for informational purposes only and no warranty is either expressed or implied by their presentation. The information presented or 
discussed is not, and should not be considered, a recommendation or an offer of, or solicitation of an offer by, Wetherby Asset Management (Wetherby) or its affiliates to buy, sell or hold any 
security or other financial product or an endorsement or affirmation of any specific investment strategy. 

Wetherby manages portfolios according to each client’s specific investment needs. Therefore, each client’s portfolio has its unique set of circumstances and, consequently, investment results. 
Wetherby’s outlook may change if new information is provided by the client or if there are material changes in the market or investment recommendations. Past performance is no guarantee of 
future results. Inherent in any investment is the potential for loss. 

Information contained in our Newsletters is from sources believed to be reliable. Wetherby does not guarantee the accuracy or completeness of information disclosed and assumes no liability 
for damages resulting from or arising out of the use of such information. To the extent the Newsletters contain information about specific companies or securities, including whether they are 
profitable or not, such information is provided as a means of illustrating a potential investment thesis and is not reflective of any or all securities held by clients nor the experience of any client, 
which may be materially different from the performance of any investments discussed.  It should not be assumed that any information contained serves as the receipt of, or as a substitute for, 
personalized investment advice from Wetherby Asset Management. 

To the extent that a reader has any questions regarding the applicability of any specific data presented above to her/his individual situation, she or he is encouraged to consult with the 
professional advisor of his or her choosing. A copy of the Wetherby Asset Management’s current Form ADV Part 2 discussing our advisory services, fees, and other relevant information is 
available upon request. 

Please note that Wetherby’s status as a Certified B Corporation® is indicative of our commitment to enhanced social, environmental and governance standards and is not intended to represent an 
indication of Wetherby Asset Management’s investment capabilities or performance. The Best for the World Lists are determined based on the verified B Impact Assessment Scores of Certified B 
Corporations as of December 31, 2016. Only Certified B Corporations with a Reviewed Version 3 or 4 B Impact Assessment (including both phone and document reviews by B Lab Staff with scores 
transparent online) are eligible for inclusion on the Best for the World list. Honorees featured on Best for Workers and Best for community lists scored in the top 10th percentile of all Certified B 
Corporations in the respective impact area. The Workers list considers such criteria as employee benefits, ownership and engagement programs; the Customers list considered criteria such as 
services that help customers and the environment. Of the approximately 2,100 companies that were considered, 846 were honored representing approximately 40%. All accolades provided are 
for informational purposes only and no warranty is either expressed or implied by their presentation. Accolades presented may not be representative of actual or specific client experiences and 
should not be considered an endorsement. Wetherby Asset Management acknowledges that our rating reflects an average of all, or sample of all, of an advisor’s or the firm’s clients and thus 
may not be representative of any single client’s experience. Wetherby’s receipt of accolades should not be considered a guarantee of future performance results. Wetherby does not pay a fee to 
participate in any of the rankings disclosed. For additional information and methodology, please visit: http://www.bthechange.com.


